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Introduction CCeUCfYPt

e Cellcrypt

— UK security software company

— End-to-end encrypted voice calls over IP

e \WWe know GSM Is not secure

e Others also know
— “The GSM Software Project”
— An independent public group

— Working to demonstrate the need for improved GSM
security
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Cluster size
is expressed asn
In this cluster n=7
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Camouflage BTS
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Applications Baseband
processor Processor

The IDT 1.8-V dual-port SRAMSs provide a high-speed, low-power communication link in
high-end, dual-processor handset designs.
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001001--

-000----
----0110
00100001

Pseudo Length: 9

Direction: From originating site
O TransactionID

Radi0 Resouce Mahdgement

Paging Request Type 1

Page-Maode: Normal eaging

Type of identity: TMSI/P-TMSI
ID(4/even): 1036B446
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XXXXXXXX
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00000001

IREAS L S e R B R s LIRS -

RR1mmed1ateAss1gnment

0
Page Mode: reserved / same as before
NO meaning
Downlink assig to MS: No meaning
This messages assigns a dedicated mode resou
Timeslot number: 1
Channel Description: SDCCH/8 4+ SACCH/C8 or C
Training seq. code : 3
HoppingChannel
MAIO O
Hopping Seq. Number: 16
Establishing Cause : All other cases
Random Reference : 22
TL/T2/T73
T1/T2/73
Timing advance value: O
Length of Mobile Allocation: 1
Mobile allocation RF chann.59
Mobile allocation RF chann.58
Mobile allocation RF chann.57

www.cellcrypt.com 14




Extended Address: 1 octet long
C/R: Command
---000-- SAPI: RR, MM and CC
Link Protocol Disciminator: GSM (nhot Cell
Information Frame
N(S), Sequence counter: 0
P

N(R), Retransmission counter: 1

EL, Extended Length: y

M, segmentation: N

Length: 3

Direction: From originating site
-000---- 0 TransactionID
----0101 Mobile Management Message (non GPRS)

SerdSequenceNumber: 0
--011000 MMIdentityRequest

001 Type of Identity: IE

0:
0:
0:
0:
1
13
13
1z
23
2
Z24
3
3:
31
4:
4:
5:
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Extended Address: 1 octet long

C/R: Response

SAPI: RR, MM and CC

Link Protocol Disciminator: GSM (not C
Supvervisory Frame

RR Frame (Receive ready)

Poll/Final bit (P/F)

N(R), Retransmission counter: O

EL, Extended Length: n

M, segmentation: N

Length: 11

Direction: From originating site

0O TransactionID

Mobile Management Message (non GPRS)
SendSequenceNumber: I
MMidentityResponse

Type of identity: IMSI

\ ID(7/0odd): 234159046549939
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00100000
00000010
L1
R o W
s 4

centrelled-early classmark sending: Implemented
A5/1 available

RF poweir class capability: Class 4

Pseudo Sync Capability: not present

SS Screening: Phase 2 error handling

Mobile Terminated Point to Point SMS: supported
VoiceBroadcastService: not supported
VoiceGroupCallService: not supported

MS supports E-GSM or R-GSM: supported

CM3 option: supported

LocationServicevValueAdded Capability: not suppo
Sol.SA Capability: not supported

A5/3 not available

A5/2: available

Ciass Mairk 3

Length: 2

P-GSM, E-GSM, R-GSM supported, DSC 1800 not sup
A5/7 not available

A5/6 not available
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-010010

Extended Address: 1 octet long

C/R: Command

SAPI: RR, MM and CC

Link Protocol Disciminator: GSM (not Cell Broadc
Information Frame

N(S), Sequence counter: 1

N(R), Retransmission counter: 2
EL, Extended Length: y

M, segmentation: N

Length: 19

Direction: From originating site

0 TransactionID

Mobile Management Message (nhon GPRS)
SendSequenceNumber: 0
Authentication Request

Cipher ey Sequence Numbei:—0

RAND: 3809448d25f6a17a431512b702705152
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Extended Address: 1 octet long

C/R: Response

SAPI: RR, MM and CC

Link Protocol Disciminator: GSM (not Cell Broadc
Supvervisory Frame

RR Frame (Receive ready)

Poll/Final bit (P/F)

N(R), Retransmission counter: O

EL, Extended Length: n

M, segmentation: N

Length: 6

Direction: From originating site

O TransactionID

Mobile Management Message (non GPRS)
SendSequenceNumber: 1
Authentication Respoinse

SRES: c6a66dchb
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Extended Address: 1 octet long

C/R: Command

SAPI: RR, MM and CC

Link Protocol Disciminator: GSM (not Cell Broadqg
Information Frame

N(S), Sequence counter: 1

P

N(R), Retransmission counter: 2
EL, Extended Length: y

M, segmentation: N

Length: 3

Direction: From originating site
0 TransactionID

Radiu Resouce Management

RR Cipher Mode Command

Cipher: A5/1

Start ciphering

Cipher Response: IMEISV shall be included
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Extended Address: 1 octet long
C/R: Response

SAPI: RR, MM and CC

Link Protocol Disciminator: GSM (not Cell Broadd
Supvervisory Frame

RR Frame (Receive ready)
Poll/Final bit (P/F)

N(R), Retransmission counter: O
EL, Extended Length: n

M, segmentation: N

Length: 13

Direction: From originating site
0 TransactionID

Radio Resouce Management
RR_Cipher -Mede-complete

Type of identity: IMEISV
ID(8/even): 3501397011524109
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Ki = 128 Bit
RAND =128 Bit
SRES =32 Bit
Kc = 64 Bit
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Frame l » Frame

A5(Kc,Frame) (+ = A5(KcFrame)

Plain-text

Plain-text
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Further information @Cellcfypt

 About The GSM Software Project
— http://wiki.thc.org/gsm

e About Cellcrypt voice encryption

— http://www.cellcrypt.com
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